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 |[nternet connected devices

» Security of Digital CAD files and printers

* Protection of patient information for
customized printing
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The Risk: Medical Device Federal Lawsuits Pending
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The Risk: Significant Verdicts
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| West Palm Beach Attorney Wins $3.6 Million
Verdict in Blood Filter MDL
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STORY FROM: DRUGS & MEDICAL DEVICES

Cook Medical Hit With $1.2 Million Verdict in Texas IVC
. Filter Action
n
Muay 20,2018

HOUSTON — A Texas state jury has awarded $1.24 million fo 2 man who alleged that he was
Reskianca Inn Minich City East seriously injured when his inferior vena cava was perforated by a Celect IVC filter manufactured by

132?'; EUR Cook Medical Inc.

[T

Joe johnson. Photo: Melanie Bell

The Harris County District Court jury returned the May 24 verdict after determining that Cook
Medical failed to adequately warn implanting surgeons about the Celect device. However, the jury
of 12 also found there was no design defect in the IVC Filter and, therefore, Cook Medical Inc. was
not negligent in designing the device that allegedly caused the plaintiff's injury.

‘Wast Palm Basch personal injury attorney Josoph R. Johnsan of Babhit & Johnson helped
cinch a $3.6 million verdict in befhwether multidistrict litigation invohving vascular filters.

The jury ...
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Drivers of Litigation
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How Plaintiffs’ Attorneys Find New Lawsuits:
— Media

— Pending litigation against competitor products

— Company field actions / recalls

—  FDA safety communications, labeling changes, and warning letters
—  Scientific and medical literature
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Increased availability of consolidation in MDLs and Data
Breach Class Actions — lots of $$$ for little work

Massive rise in litigation funding and Plaintiffs’ advertising

O drugwatch.
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Cybersecurity Vulnerabilities in the News
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Medtronic Recalls MiniMed Insulin Pumps for
Incorrect Insulin Dosing

HEALTHCARE R R [

L TR e R L TR T e ey gres  The FIA has identified this as a Class | recall, the most serious type of recall. Use of these

devices may cause sertous injuries or death. Privacy & Securit
s i SN Abbott releases firmware patch
Personal information of 348,000 to fix cybersecurity flaws in
people potentially exposed in 350,000 medical devices

NorthShore data breach

The exposed information included patients’ full name, date of birth,
contact information, and admission and discharge dates.

@ Jeff Lagasse, Associale Edilo u n ﬂ B

The device manufacturer acquired St. Jude Medical last year
and has since been working to fix severe vulnerabilities
found in its pacemakers.

By Jessica Davis | April 19, 2018 | 12:39 PM numE
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https://www.fda.gov/medical-devices/medical-device-recalls/medtronic-recalls-minimed-insulin-pumps-incorrect-insulin-dosing
https://www.healthcarefinancenews.com/news/personal-information-348000-people-potentially-exposed-northshore-data-breach
https://www.healthcareitnews.com/news/abbott-releases-firmware-patch-fix-cybersecurity-flaws-350000-medical-devices
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Lawsuits Follow Headlines

1-800-YOURLAWYER

FREE CASE CONSULTATION
(1-800-268-7529)

NEW YORK BROOKLYN QUEENS LONG ISLAND NEW JERSEY FLORIDA

HOME OUR RESULTS PRACTICE AREAS DEFECTIVE DRUGS DEFECTIVE MEDICAL DEVICES DEFECTIVE PRODUCTS CONTACT

ST. JUDE /ABBOTT CARDIAC DEFIBRILLATOR
CYBERSECURITY LAWSUITS

Home > St. Jude Defibrillator Lawsuit Lawyers > St. Jude / Abbott Cardiac Defibrillator Cybersecurity Lawsuits

FREE CASE EVALUATION

Fill out this form for FREE,
Immediate, Case Evsluation

NATIONAL CARDIAC DEVICE ATTORNEYS FOR
RECALLED ST. JUDE/ABBOTT CARDIAC DEVICE

LAWSUITS

Certain implantable cardiac devices could be at risk for cyber-

attacks, leaving patients vulnerable to serious injury. The attorneys
at Parker Waichman LLP are managing cases on behalf of injured
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https://www.seegerweiss.com/medical-devices/medtronic-insulin-pump-lawsuit/
https://www.hipaajournal.com/slew-of-lawsuits-filed-over-recent-healthcare-data-breaches/
https://www.yourlawyer.com/st-jude-defibrillator-lawsuit-attorneys/abbott-cardiac-cybersecurity/

Types of Cybersecurity Related Claims

* Products Liability
— Design Defect
— Manufacturing Defect
— Failure to Warn

 Data Breach
— HITECH/HIPAA
— Negligence
— State Statutes
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AM Cybersecurity Issues (PR 2t -

Design Claims | Fy ﬂfr

— Testing worst case scenario B <3

— Innovation ahead of regulations TR E e
« Manufacturing Defect

— Reverse engineering

— Malicious attacks on CAD files and AM printers
 Warnings

— Warning against the unknown

— Post Market Surveillance obligations

Negligence
— Foreseeability
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Mitigating Risks and Vulnerabilities

* The importance of census standards
* Open dialogue with the FDA

* |nsurance coverage

» Retaining cybersecurity specialists

* Indemnification agreements

10



Thank Youl!
Questions?

Sean Burke
Partner and Vice Chair of the Products Liability Division

Duane Morris, LLP

505 9t Street, N.W.

Washington, DC 2004

202.776.5236 | sburke@duanemorris.com

www.duanemorris.com
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